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HUYEN TU MO RONG Déc 1ap - Tw do - Hanh phic
Sé: 116 /JUBND Tu Mo Réng, ngay oo thang (/| nam 2019

V/v d6n dbc ting cuong dam
bdo an toan théng tin dip Tét Ky
Hoi nam 2019

Kinh gti:
- Cac phong, ban thuéc UBND huyén;
- UBND céc x3;

Ngay 19/12/2018, Cuc An toan thong tin ¢ vin ban sb 833/CATTT-NCSC
vé viéc don dbc tang cuong dam bao an toan thong tin (ATTT) dip Tét Duong
lich va Tét Ky Hoi 2019 (giri kém theo van bdn nay). Theo d6, cac co quan
chuyén trach vé ATTT cta Cuc An toan thong tin ghi nhan trong 06 thang cu61
nam 2018: C6 hon 6 triéu dia chi IP (6,189,778 dia chi) cta Viét Nam c6 két ndi
den tén mién hodc IP phat tan/didu khién ma doc trén thé gidi, chi yéu 1a cac két
nbi téi cac mang botnet 16n nhu: conflicker, mirai, ramit, sality, cutwai,
zeroaccess v.v.. trong d6 ¢6 nhiéu truong hop la cac dia chi IP cia cac b nganh,
dia phuong cé két nbi t6i may chu didu khién ma doc APT; Tinh thu dién ti, hé
thong dich vu céng, cu thé co khoang 1,809 tai khoan trén 512 hinh 19, lot thong
tin xac thyc ciing dién bién phirc tap, chu yéu lién quan tdi cac tai khoan tén
mién gov.vn bj 16, lot thong tin xac thuc.

Cung véi thuc té nhitng ndm tr¢ lai ddy, tinh hinh ATTT mang tai Viét
Nam thuong co6 dién bién phirc tap trong khoang thoi gian dién ra su kién lon
clia dat nudc va nhitng dip nghi 18. Do d6, nhim dam bao ATTT trong dip Tét
Ky Hoi 2019, Uy ban nhan dan huyén dé nghi cac co quan, don vi trién khai cac
nhiém vu dam bao an toan thong tin, cu thé:

1. Tang cudng cic bién phap quan 1y va k§ thuat nham d¢am bao ATTT cho
hé thong thong tin phuc vu hoat dong ndi bd clia co quan, don vi va cac hé thong
cung cap dich vu trén mang cho ngudi st dung. Chu dong ra soat cac diém yéu,
10 hong trén hé thdng. Theo doi, giam sat phat hién sém céac nguy co, dau hiéu
tin cong mang, kip thoi xt 1y cac van dé phat sinh.

2. Céc hoat dong thu thap, luu trir, xt 1y, truyén giri dit lidu phai dugc ap
dung cac giai phap k¥ thuat dé m3 hoéa, tudn thu cac tiéu chuin, quy chuan '4%
thuat bao dao ATTT tranh 16 lot thong tin c4 nhan, anh huéng dén quyén va loi
ich hop phép cua nguoi sir dung.

3. Khi phat hién cac nguy co, dau hiéu mat ATTT, thong bao ngay vé S&
Thong tin va Truyén thong tinh Kon Tum dé c6 bién phap xu ly kip thoi, giam
thiéu thiét hai.



Trong truong hop can thiét,, cac don vi co tpé lién hé v6i Trung tdm Giam
sat an toan khong gian mang quoc gia (NCSC), s6 dién thoai 0243.209.1616, thu
dién tr ais@mic.gov.vn dé dugc ho tro.

Uy ban nhan dén huyén yéu chu cac don vi nghiém tuc trién khai thuc
hién./.

Noi nhan:
- Nhu trén;
- TT. Huyén uy;
- TT. HDND huyén; (b/e)
- CT, cac PCT UBND huyén;
- Kho bac NN huyén;
- Ngan hang CSXH huyén;
- Trang TTDT huyén; (t/h)
- CBCC phu trach CNTT tai
cac don vi thude huyén; W RIN KA
- Luu VP-VT-TH, /
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